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UHO®OPMALIMOHHASI IAMSITKA
JIUISI OBYUYAIOIUXCSI J1JIs1 PASMEIEHUS
HA O®UIUAJIBHBIX HTHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOACKHU B MHTCPHETE CTAHOBUTHCS OOJIBIIE, a NMIKOJHLHUKU OJHU M3 CaMBIX
aKTHBHBIX MHoJb30Bareneil Pynera. Mexny TeM, NOMHUMO OIPOMHOrO KOJUYECTBA BO3MOKHOCTEH,
WHTEPHET HECeT U MPOoOIeMBl. JTa IaMATKa JOJDKHA TIOMOYh Tebe 0e30TacHO HaXOUTHCS B CETH.

KomnbrorepHsie BHPYChI

KomnberoTepHslii BHpyC - 3TO pa3HOBHJIHOCTh KOMIBIOTEPHBIX MpOrpamM, OTJIMYUTEIHHOU
0CcOOEHHOCTBIO KOTOPOH1 SIBISIETCS] CIIOCOOHOCTH K pa3MHOKEHUI0. B onoiaHeHue K 5ToMy, BUPYCHI MOTYT
HOBPEIUTh WIM MOJHOCTBIO YHHUYTOXHUTH BCEe (Daiibl M AAaHHBIE, NTOJKOHTPOJIBHBIEC IOJIb30BATENIO0, OT
MMEHU KOTOpPOro Obula 3aIylleHa 3apakeHHas MPOrpaMma, a TakKe MOBPEOUTh WIN AaXe YHUUTOXUTb
OTEePaLMOHHYI0 CUCTEMYy cO BcemH (paiimamMu B LesnoM. B OONBIIMHCTBE CiydaeB PaclHpOCTPAHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeToapl 3aMThI OT BPEAOHOCHBIX IPOrpPaMM:

1. Ucnonb3yii cOBpeMEHHBIC ONEPAIIMOHHBIC CUCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHB 3alIUTHI OT
BPEOOHOCHBIX IIPOrPaMM;

2. llocrossHHO YycTaHaBnmuBail madytu (UU(POBBIE 3alIaTKH, KOTOPBIE aBTOMATHYECKH
YCTAaHABIMBAIOTCA C LENbI0 AOPAa0OTKH IMPOrpaMMbl) W ApyrHe OOHOBJICHHUS CBOEH OINEpaluOHHON
cuctembl. CKauuBaili UX TOJNBKO ¢ o(UIMANBHOTO caiita pa3zpabotunka OC. Eciam cymiecTBYeT peKuM
ABTOMAaTHYECKOI'0 OOHOBIICHHUS, BKIIIOYH €T0;

3. PabGorait Ha cCBoeM KOMITBIOTEpE IO/ IMpaBaMH MOJb30BATENs, a HE aIMUHHCTpaTopa. JTO HE
IIO3BOJIUT 6OJH>HH/IHCTBy BPCAOHOCHBIX IIpOrpaMM HHCTAJUIMPOBATECA Ha TBOEM MIE€PCOHAJIBHOM
KOMITBIOTEPE;

4. Hcnonp3yd aHTUBUPYCHBIE HPOrpaMMHBIE NPOAYKTHl H3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIICHHEM 0a3;

5. Orpanuub GU3NUECKUI JOCTYI K KOMIBIOTEPY TSI HOCTOPOHHMX JIHII;

6. Micnionp3yii BHEIITHIE HOCUTENN HHPOPMAIIIH, TAKUE KaK (IISIIKa, TUCK WK (ailyl 13 HHTePHETa,
TOJILKO U3 IPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpwiBali KOMIBIOTEpHBIE (ailiibl, MONYyYEHHBIE M3 HEHAJE)KHBIX HCTOYHHKOB. Jlaxe Te
(aiinbl, KOTOpBIE IPHUCIA TBOW 3HAKOMBIN. JIydie yTouHM y HEero, OTIPaBIIsLI JIM OH TeOe HX.

Cern WI-FI

Wi-Fi - 10 He BHI mepenadn JaHHBIX, HE TEXHOJIOTHs, & BCETO JIMINb OpeHn, mMapka. Emre B 1991
rojy HUJepJiaHicKas kKoMmnanus 3aperucrpuposaia Opena "WECA", uyro o003Ha4an1o clIoBOCOYETaHUE
"Wireless Fidelity", kotopsliii mepeBoanTCs Kak "OecrpoBOIHAS TOYHOCTH'".

Jlo Haiero BpeMeHH Jloluia Apyras abopeBuarypa, KOTopast ABJSIETCSl TAKOH K€ TEXHOJIOTHEeH. ITo
ab0pesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH 3BYKOBOI TEXHUKHU
Hi-Fi, uto B nepeBoie 03Ha4yaeT "BhICOKAsk TOYHOCTH'.

Ha, OecmiaTHeli MHTEpHET-IOCTYNl B Kade, OTeIsIX U adpomoprax SBISETCS OTINYHOU
BO3MOXKHOCTBIO BBIXOZa B MHTEpHET. Ho MHOTHE 3KCIIepThI CUMTAIOT, YyTO o0menoctynHeie Wi-Fi cetu He
SBIISAIOTCSA OE30MaCHBIMHU.

CoBeTblI 110 6€30MacHOCTH PabOThI B 00IEJOCTYMHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro nmuuHyr0 nHGOpMAaIuio yepe3 odmenoctymnuasie Wi-Fi cetu. Pabotast B Hux,
KEJIaTeIbHO HEe BBOJANTH NAPOJIU JOCTYIIA, IOTHHBI M KAaKUE-TO HOMEPA;

2. Ucnons3yii 1 0OHOBIISAN aHTUBUPYCHBIE TPOrPpaMMBI 1 OpanaMayep. Tem caMbIM Thl 00€3011acHIIb
ce0s OT 3aKauKy BUpPYyca Ha TBOE YCTPOHCTBO;

3. llpu wucnonp3oBanun Wi-Fi orkmoun ¢ynkmmio "OOmmid goctyn k ¢ainam u npuaTepam’.
Jannast QyHKOMS 3aKpbITa MO yMONYaHHUIO, OJHAKO HEKOTOPBIE IOJIb30BATENM AKTUBHUPYIOT €€ s
y100CTBa UCIIOJIb30BaHMs B paboTe Win yueoe;

4. He ucnone3yit myOomuunbsiii WI-FI mnis nepepayn nUYHBIX NaHHBIX, HapuMep IJsl BBIXOJa B
COIMAaJIbHBIE CETH WIIM B DJIEKTPOHHYIO MOUTY;



5. Mcnonp3yii Tonbko 3amumieHHoe coenquuenue yepe3 HTTPS, a we HTTP, T.e. mpu HaGope BeO-
ajzipeca BBOIU UMeHHO "https://";

6. B moOunbHOM Tenedone otkmoun ¢yHkuuio "llomkmrouenne k Wi-Fi aBTomarnyecku". He
JIOITyCKall aBTOMAaTH4ECKOTO MOAKIIOYEHHUS YCTporcTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

ConuajnabHbIe CeTH

CounanpHple CeTH aKTHBHO BXOIAT B HAIly J>KW3Hb, MHOTHME JIOAW pabOTalOT M KHUBYT TaM
IIOCTOSIHHO, a B Facebook y»ke 3apernctpupoBan MUIIMap 4eJIOBEK, YTO SIBJISICTCA OJHOW CeAbMON Beex
JKUTEJNeW IUTaHeThl. MHOTrHMe MONb30BaTeId HE TOHMMAIOT, YTO WHGpOpPMAaLus, pa3MelleHHas WMH B
COLIMANIBHBIX CETSAX, MOXKET OBITh Hal/IeHa M UCIOJIb30BaHa KEM YTOJHO, B TOM YHCIE HE 00sI3aTeNbHO C
OraruMu HaMEpPEHHUSMHU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannub ciucok apy3eil. Y Te0s B APY3bsX HE JOJDKHO OBITh CITy4alHBIX M HE3HAKOMBIX JIFOJICH;

2. 3ammmail CBOI YaCTHYIO JXM3Hb. He ykaspiBaii mapon, TenedOHBI, aapeca, IaTy TBOETO
POXAEHUS U APYTYIO JTMYHYIO HH(OpPMaLHIO. 3MT0YMBIIIIEHHUKH MOTYT HCIIOJIB30BaTh 1ake MH(OpMAaLUIO
0 TOM, KaK Thl ¥ TBOM POAMTENN IIAHUPYETE MPOBECTH KAHUKYJIIBI;

3. 3amuInaii CBOIO PeIyTalHrIo - JEPXKU €€ B YUCTOTE U 3a7aBaii cebe BOmpoc: XOoTeld ObI ThI, 9TOOBI
JIpyrue MHoJb30BaTeNM BUAEIH, YTO Thl 3arpyxaems? [lomymail, mpexxae dyeM 4TO-TO OITyONHMKOBATh,
HaIucaTh U 3arpy3UTh;

4. Ecnu THI TOBOPHIIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCTIONIb3YH CBOE peallbHOE UMs M APYTYIO
JTMYHYIO HH(pOpMAIMK: UMsI, MECTO )KUTEJILCTBA, MECTO y4eObl U MpoYee;

5. U306eraii pa3mernenus dororpaduii B IHTepHETE, TI€ TH M300payKeH HA MECTHOCTH, 110 KOTOPOH
MOYKHO OTPEAETUTh TBOE MECTOMOI0KEHUE;

6. Ilpu peructpaunu B CONMAIBHON CETH HEOOXOIAUMO HCIIONB30BATh CJIOXKHbIE MTAPOJIH, COCTOSAIINE
13 OYKB ¥ UG U C KOTUIECTBOM 3HAKOB HE MeHee §;

7. Ans conuanbHOW CETH, TOYTHl M JAPYTHUX CAaHTOB HEOOXOIUMO HCIOJIB30BAaTh Pa3HBIC MAPOJIH.
Torma ecnu Teds B3OMAIOT, TO 3IOYMBIIIIJICHHUKY TOJTy4YaT JOCTYI TOJBKO K OJJHOMY MECTY, a He BO BCE

cpasy.
DJIeKTPOHHBIE JeHbI'N

DJIeKTPOHHBIE AIEHBIU - 3TO OYEHb YAOOHBIN COCOO IUIATEKEH, OHAKO CYIIECTBYIOT MOIIEHHHKH,
KOTOpPBIE XOTSIT MOJIyYUTh 3TH I€HBIH.

ONEeKTPOHHBIE IEHBI'M MOSIBUJINCH COBCEM HEAABHO U MIMEHHO M3-3a 3TOT0 BO MHOTHX IOCYIapCTBaxX
JI0 CHX TIOp HE MIPOMMCAHO MPO HUX B 3aKOHAX.

B Poccum ke oHM (DyHKIMOHUPYIOT M O HHUX YK€ TPONHMCAHO B 3aKOHE, TJ€ WX Pa3leisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcs MPOBOJUTH oOnepauuu 0e3 HICHTU(GHUKAIMKA TOJNb30BaTels, a B HEAHOHUMHBIX
WIeHTH(HUKAIUS TTOJIL30BATEIS SBISETCS 0053aTENLHOM.

Taxoke cienyer pa3inyaTh dJIEKTPOHHbIE (HUATHBIE JEHBIY (PaBHBI TOCY/IaPCTBEHHBIM BAIIOTaM) U
3JIEKTPOHHBIE HeUaTHBIE JEHbIH (HE PaBHBI TOCYAaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI IO OE€30MACHON PabOTE € 3JIEKTPOHHBIMH JEHbIAMU:

1. IlpuBsiku K cueTy MOOMITbHBIN TeledoH. ITO caMblil YA0OOHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
JIOCTyN K cuery. [IpuBsi3anHbIi TenedoH MOMOXET, eciy 320y 1e1Ib CBOM IIIATEKHBIH MapoJIb WK 3aiIe1b
Ha CalT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. Wcnonw3y#t omHOpa3oBbie mapoiu. Ilocne mepexona Ha yCHIICHHYIO aBTOPH3AIUIo TeOe yKe He
OyZIeT yrpoxaTh ONaCHOCTh KPa)kKH WIIM MepexBaTa MIaTeXHOTO MapoIs;

3. Bribepu cnoxHbelid maponb. llpectynmHukam OyAeT HE HpPOCTO yraiaTh CIOXKHBIA I1apoJib.
Hanexusie maposu - 3T0 mapoid, KOTOPhIE COAepKaT He MeHee 8 3HAKOB M BKJIFOYAIOT B CEOSI CTPOYHEIC U
MPOTHCHBIE OYKBBI, U PHI H HECKOJILKO CHMBOJIOB, TaKMe KaK 3HaK JIojuiapa, (yHTa, BOCKIHIATEIbHBIN
3Hak u 1.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIIb.

DJIeKTPOHHAsI MOYTA

:‘)HCKTPOHHaSI Imo4Ta - 9TO TEXHOJIOTHA U IMPEAO0CTABIACMBIC €10 YCIYTH 11O NEPECHIIKE U MMOJTYUYCHUIO



JJEKTPOHHBIX COOOIIEHUH, KOTOPhIE PacHpeesioTcsi B KOMIBIOTEpHOH ceTn. OOBIYHO 3IIEKTPOHHBINA
MOYTOBBIN SIMIMK BBHITJIIAAT CIEAYIOMUM 00pa3oM: HMMS_TOJb30BATEeNsA(@UMS_TOMeHa. Takxe Kpome
nepeaayn MpocTOro TEKCTa, UMEETCs BO3MOXKHOCTD TepeaBaTh (aiiibl.

OCHOBHBIE COBETHI IO OE30MACHOH PabOTe € IEKTPOHHON MOYTOM:

1. Hamo BEIOpaTh paBMIIBHEIHN OYTOBEIN CEpBHC. B MHTEpHETE €CTh OTPOMHBIN BEIOOP OECIIIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJJHAKO JIyYILIE€ JOBEPSTHh TEM, KOI'O 3HACIb U KTO MEPBbIN B PEUTHHTIE;

2. He ykaspiBaii B JM4HON mouTe nuuHyl0 uHpopManuio. Hanpumep, mydme BbIOpaTh
"My3bIKaNbHBI _(aHaT@" wiu "pok2013" Bmecto "temal3";

3. Hcnonp3yil ABYXATAIHYIO aBTOPH3AIMIO. JTO KOI/Ia MOMHMO Iapojisi HY)KHO BBOJIUTH KO,
npucbuIaeMblid mo SMS;

4. BriOepu CIOXKHBIA Mapoib. IS KaKA0ro MOYTOBOTO SIIMKA JOJKCH OBITH CBOWM HAJC)KHBIM,
YCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Ecnu ecTh BO3MOKHOCTD HalKcaTh CaMOMY CBOM JIMYHBIN BOIIPOC, HCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. Vcnonp3yil HECKOJBKO MOYTOBBIX AMMKOB. [lepBBIN 1711 4acTHOHM MEpemuCcKH C aapecaTtamy,
KOTOPBIM THI JIOBEPSIEIIb. ITO IMEKTPOHHBIH aJipec He Ha/l0 MCIIOIb30BaTh PU PETUCTPAIH Ha (hopymMax
M capTax;

7. He oTkpbiBaii (ailiibl U Ipyrue BIOKEHHUS B MUCbMaX, AaXKe €CJIM OHU MPHUIILINA OT TBOUX JPY3eH.
Jlyuire yrouHu y HUX, OTIIPABISIIN JTX OHU TeOe 3TH (aiiibr;

8. Ilocie oxoruaHus pabOTHI HA TOYTOBOM CEPBUCE MEPe]T 3aKPHITHEM BKJIAIKH C CAUTOM HE 3a0yb
HakaTh Ha "BridTi".

KubepOynimHr uiu BUPTyaibHOE U31€BATENbCTBO

KubepOymnuar - mpecinenoBaHue COOOIICHHAMH, COJEPKAIIMMHU OCKOPOJICHUS, arpeccHro,
3allyTUBaHNE; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C IIOMOILBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI IO OOPHOE C KHOEPOYIUTHHTOM:

1. He 6pocaiics B 0oii. JIy4muii crioco0: MOCOBETOBATLCSA KaK ce0sl BECTH U, €CJIH HET TOr0, K KOMY
MOXKHO O0OpaTUTBCS, TO BHayaje YCHOKOMTHCS. Eciam Thl HayHelmb OTBEYaTh OCKOPOJCHHSMH Ha
OCKOpOJIEHUS, TO TONBKO e1lle OOIIbIIe pa30kKelb KOH(IIUKT;

2. YmpaBisiii cBoei KnbeppemnyTanueii;

3. AHOHMMHOCTH B ceTH MHUMas. CyIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOMT 32 aHOHHMMHBIM
AKKayHTOM;

4. He crouT BecTH XyIMTaHCKHA 00pa3 BUPTYyaJbHOH ku3HU. MHTEpHET (uKcHpyeT Bce TBOU
JICHCTBYS U COXPAHSET UX. Y JAIUTh UX OYAET KpaiiHe 3aTPyAHUTEIBHO;

5. CoGmofaii cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. HWrHopupyii eauHuuHblli HeratuB. OIHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHHS JIydlle
UrHOpUpoBaTh. OOBIYHO arpeccusi MpeKpaIaeTcs Ha HaualbHOW CTaIHH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHHUSIMH, B COIIMANBHBIX CETSIX €CTh
BO3MOXXHOCTbH OJIOKMPOBKHU OTIPAaBKU COOOLIECHUI C ONPEIEIIEHHBIX a/lpeCcoB;

8. Ecnmu T cBumerens kuOepOymimuHra. TBoM OEHCTBHS: BBICTYHNHUTH MPOTHB IpPECIENOBaTENs,
MOKa3aTh €My, YTO €ro JeMCTBHUA OLEHUBAIOTCS HEraTHBHO, TOJAEP)KaTh XXEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKask IOMOIIb, COOOIINTE B3POCIBIM O (PAKTE arpecCUBHOTO MTOBEICHUS B CETH.

MooOuabHbIi Tenedon

CoBpemeHHbIe cMapT(HOHBI U IUIAHILETHI COAEPKAT B ce0e BIOJIHE B3POCIbIN (PYHKIIMOHA, U TETIEPh
OHHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMITbIOTepamMu. OJJHAKO, CPEICTB 3alUTHI ISl TOAOOHBIX
YCTpOICTB IMOKa OYE€Hb Majio. TeCTHpOBaHNE U IIOMCK YSI3BUMOCTEN B HUX MMPOUCXOANT HE TaK MHTEHCHUBHO,
kak g 11K, To ske camoe kacaeTcsi 1 MOOMIBHBIX PUIIOKEHHH.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl y)K€ MpPaKTUYeCKH JTOTHAIHW HACTONBHBIE aHAJIOTH, OJHAKO
pacuipenre QyHKIMOHAA BIIeUeT 32 CO00H OOMBINYIO CI0KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTENN BBITYCKAaIOT OOHOBJICHUSI, 3aKPBIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH
JUTSL CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30IaCHOCTH MOOUIBLHOIO Telie)oHa:

Huudero He siBisieTcst mo-HacrosnieMy OecriiaTHbIM. Byib ocTopokeH, BeJib Korjia Tede npeiararoT
OecrutaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIE YCIYTH;

Hywmaii, npexne deM otnpaBute SMS, ¢oto wim Bunmeo. Thl TOYHO 3Haellb, TNl OHU OyIyT B



KOHEYHOM HTOoTe?

Heo0xomumMo 0GHOBIISATE OMIEPAIIMOHHYIO0 CUCTEMY TBOETO cMapT(OHa;

Hcnonk3yit aHTUBUPYCHBIE TIPOTPAMMBI 111 MOOMITBHBIX TEIC(OHOB;

He 3arpy»xaii npuiaokeHus 0T HEU3BECTHOI'O0 UCTOYHHKA, BEJIb OHU MOTYT COJIEPXKaTh BPEJOHOCHOE
MporpaMMHOE O0ecTIeueHHE;

[Tocme Toro Kak THI BEIMAEHIH C CaifTa, I7ie€ BBOAWI JHUYHYIO WH(MOPMAIUIO, 3211 B HACTPOIKH
Opaysepa u yaanu cookies;

[leproamueckn mpoBepsid, KaKve TUIATHBIE YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;

Jagaii cBoit HOMep MOOHMIIBHOTO TeJeOHa TOIBKO JIFOSIM, KOTOPBIX THI 3HAEIIH M KOMY JOBEPSICIIb;

Bluetooth momxen OBITH BBIKIIFOUEH, KOT/Ia ThI UM HE MOJIB3yelbes. He 3a0biBail MHOTIa MPOBEPSATH
3TO.

Online urpst

CoBpeMeHHBIE OHJIAHH-UIPBI - 3TO KPAacOYHBIE, 3aXBATBHIBAIOLINE Pa3BICUCHUS, OOBEIUHSAIOLINE
COTHHM THICSIY YEJIOBEK II0 BceMy MUpy. Mrpoku uccienyroT JaHHBIM UM MUp, OOLIAI0TCS APYT C APYTOM,
BBITMIOJHSIOT 3a/laHus, CPaXaloTCd C MOHCTPAMHM W TOJYYaroT OMBIT. 32 yIOBOJBCTBHE OHHU IUIATST:
MOKYHAIOT ANUCK, OIUIaYMBAIOT A00OHEMEHT WM IPUOOPETAIOT KaKHEe-TO OILIUH.

Bce atH cpenctBa mayT Ha mMOAlepKaHUE M PAa3BUTHE WIPHL, a TAKXKE Ha caMy O€30MacHOCTS:
COBCPUHICHCTBYIOTCA CHCTCMbI aBTOpHU3allMKM, BBIITYCKAIOTCA HOBBIC IIaT4H (]_[I/I(prBbIe 3aIlJIaTKu  AJId
MIPOrpaMM), 3aKphIBAIOTCS ySI3BUMOCTH CEPBEPOB.

B nonoOHBIX Urpax CTOUT OIacaThCs HE CTOIIBKO CBOMX CONEPHUKOB, CKOJIBKO KPakKH TBOETO MapoJis,
Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3aLUK OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecm npyroii UTpok BeneT ceds MI0X0 WK Co3AaeT Tebe HEPUATHOCTH, 3a0JIOKHPYH €T0 B CIIFICKE
UTPOKOB,;

2. Tloxamyiics agMUHHCTpAaTOpaM HIpbl Ha IUIOXO€ IOBEJEHHE JTOr0 MIPOKa, >KeIaTelbHO
MIPUJIOKUTH KaKUe-TO JIOKa3aTeIbCTBA B BU/I€ CKPHUHOB;

3. He yka3pIBaii mnuHyto nHGOpMAIHIO B Mpodaiiie urpsl;

4. YBaxail Jpyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(hUITUAIBHBIC TATYH U MOJIBI;

6. Mcnonb3yil COKHBIE U pa3HbIE MAPOIIH;

7. Haxe BO BpeMsI HI'PbI HE CTOUT OTKJIIOYaTh aHTUBUpYC. [1oKa ThI Urpaerib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

DOUIIHHT WA Kpaka JJUYHBbIX JaHHbIX

OOBIYHON Kpakel JIeHeT M JOKYMEHTOB CETOJHS YK€ HUKOr0 HE YJIWBHINb, HO C pPa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBINUIEHHUKH TEePEMECTUINCh B WHTEPHET, W TPOJOIDKAIOT 3aHUMATHCS
"IF0OMMBIM" IETTOM.

Tak mosBMIack HOBas yrpo3a: MHTEPHET-MOIICHHHYECTBA WIIM (DUIIMHT, TJaBHas 1Ie7b KOTOPOTO
COCTOWT B MTOTyYEHUH KOH(PHUISHIIHAIEHBIX JAHHBIX ITOJIB30BaTENeH - TOTUHOB ¥ apoieii. Ha anrimiickoMm
s3bike phishing unrtaercs kak ¢pumuHr (ot fishing - peiOHas 0BIIsL, password - Tapos).

OCHOBHBIE COBETHI IO OOpKOE C PHUITHHTOM:

1. Crmenm 3a cBOMM akkayHTOM. Ecim THI momo3peBaelb, 9TO TBOS aHKeTa ObLia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIINTh aIMHHACTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Ucnonw3yit Oe3onacHbIe Be0-CalThl, B TOM YHCJIC, UHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Ucmonp3yil cmokHBIE W pa3Hble Mapoiau. Takum oOpa3oMm, ecilu TeOs B3JIOMAarT, TO
3JI0YMBIIIJICHHUKH TIOJTy4aT AOCTYII TOJIBKO K OJHOMY TBOEMY MPO(QUIIIO B CETH, a HE KO BCEM;

4. Eciiu TeOst B37IOMaJIH, TO HEOOXO0MMO MPEIYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBICHBI
y Te0sI B IPy3bsAX, O TOM, 4TO TEOsI B3IIOMAaJH U, BO3MOXKHO, OT TBOETO UIMEHH OYyJIET pacchlIaThCs CIiaM U
CCBUIKY Ha (DUITUHTOBBIE CANTHI,

5. Ycranosu HagexHsii napons (PIN) Ha MoOMIbHBIH TenedoH;

6. OTKJII04YM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpeIBait (haliiel v IpyTrUe BIOKEHUS B MIChMaX, JaXKe €CIIM OHU IPHIIUTH OT TBOUX JIPY3€il.
Jlyuiie yTo4HU y HUX, OTIPABIISIN JIX OHU TeOe 3TH (ailiib.



Mudposas penyrauus

Hudposast pemyTauusi - 3TO HEraTWBHAas WM TIO3UTHBHAs WHQpOpMamuss B ceTd O Tele.
Komnpomerupytomias nHpopManus, pa3MelieHHasi B HHTEpPHETE, MOXKET CEPhe3HBIM 00pa3oM OTPa3UThCS
Ha TBoel peanpHON xu3HU. "[lmdposas pemyranmsa" - 3TO TBOW HMHIDK, KOTOPBIH (OpMUpPYETCS U3
nH(DOpMaIuu 0 TeOe B MHTEPHETE.

TBoe MecTo KHTENbCTBa, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moApOCTKA JIETKOMBICIIEHHO OTHOCSTCS K ITyOIMKaIiy JJHdHoi nHpopMannu B MHTEpHETE,
HE TOHMMAasi BO3MOXKHBIX MOCHeNCTBUHA. Thl Jake HE CMOXeEIb IorajaTbcs O TOM, 4To (ororpadus,
pasMelleHHas 5 eT Ha3a/, cTana IPUYMHON OTKa3a MPHHATH Teds Ha padoTy.

KommenTapuu, pasmemiennie TBoux Qororpaduii U apyrue AeUCTBUS MOTYT HE HCUE3HYTH JaXKe
MOCJIe TOTO, KaK Thl MX YAaluuilb. Thl HE 3HAellb, KTO COXpaHWJ 3Ty MHPOpMAIHIO, MONajia M OHA B
TIOMCKOBBIE CHUCTEMBl M COXpaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpY’Karollue JIIOIH,
KOTOpBIC HAUAYT U YBUAAT 3T0. HaliTi mHpOpMAIMIO MHOTO JIET CITyCTSI CMOYKET JIF000M - KakK U3 JOOPBIX
moOy>XKIESHH, TaK ¥ ¢ HAMEPEHNEM IIPUYNHUTH Bpe. ITO MOXKET OBITh KTO YTOTHO.

OCHOBHBIE COBETHI MO 3aIIUTE HUPPOBOH pemyTaLnu:

1. [Momymaii, Ipexkae YeM 9To-TO IMyOJMKOBATh W IepenaBaTh y ce0s B OJIOTe WM B CONMATBHOMN
CceTH;

2. B Hactpoiikax mnpoduis YCTaHOBH OTpaHMYECHHS HA IPOCMOTP TBOETO MPOQWIS H €ro
COJIEP’KUMOT0, CAeNall ero ToabKo "1 Apy3eit";

3. He pasmemait m He yka3piBail WH(pOpPMAIHIO, KOTOpash MOXET KOro-THMO0 OCKOPOJIATh HITH
00MKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHBIC IIKOJILHUKK - aKTUBHBIE MOJI30BATENN IIH(POBOTO MpocTpancTBa. OIHAKO AajIeKO
HE BCE 3HAIOT, YTO TOJIb30BaHHE MHOTMMH BO3MOXKHOCTSIMH ITU(PPOBOTO MHpa TpeOyeT cOOII0CHHS TIPaB
Ha MHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTYaTbHas COOCTBEHHOCT" OTHOCHTCS K Pa3IMYHBIM TBOPCHHUSM YEIOBEUYECKOTO
yMa, HaYMHas C HOBBIX M300pETeHNH B 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTD Ha MPOAYKTHI U YCIIYTH, U
3aKaH4YMBasg KHUTaMH, poTorpadusiMu, KHHOGUIBMAMU M MY3bIKQJIBHBIMHU IIPOU3BEACHUSIMH.

ABTOpCKHE IpaBa - 3TO IpaBa HAa MHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEpaTypsl MU HMCKYCCTBAa. ABTOpPCKME TIIpaBa BBICTYHAlOT B KadecTBE TapaHTHH TOro, YTO
MHTEJUICKTYAIbHBIA/TBOPUECKUH TPyJ aBTopa HE OyIeT HampacHbIM, JacT €My CHpaBeIjIMBbIC
BO3MOXKHOCTH 3apab0TaTh Ha PE3yJIbTaTax CBOETO TPYAA, MOJIyYUTh U3BECTHOCTh U pu3HaHue. Hukro 6e3
paspelieHus aBTopa HE MOXKET BOCHPOHM3BOAWUTH €r0 NPOHM3BEJCHHE, PACIPOCTPAHSTh, IMTyOIHMYHO
JEMOHCTPHPOBaTh, MPOJaBaTh, HMIIOPTHPOBATh, IIyCKaTb B TPOKAT, MYOJUYHO HCIOJHATS,
MOKAa3bIBaTh/UCHOIHATE B 3(HUpe WK pa3Meliats B MIHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO 00€CIICYSHHS MOYKET IPUBECTH K MHOTHM PHCKaM: OT
MIOTEPU JJAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWCTBA, T/ YCTAHOBIIEHA HeJleralbHast
nporpamMMma. He crout takxe 3a0bIBaTh, YTO CYLIECTBYIOT JIETAJIbHBIE U OECIITIATHBIE TPOTPAMMBI, KOTOPbIE
MOYKHO HaWTH B CETH.

O nopraiue
CeteBHYOK.p(d - TBOH ITaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HAThH O 0€30MMaCHOCTH B CETH

MOHATHBIM ¥ JJOCTYTTHBIM SI3bIKOM, @ TTPH BOSHUKHOBEHNH KPUTHYECKON CUTYyaIlnH 0OPATUTHCS 32 COBETOM.
A Taxke MPUHATH YYacTHe B KOHKypcax M CTaTh CaMbIM U(PPOBBIM IpakJaHUHOM !



